
 

 

 

 

 
CREATED / REVISED BY VERIFIED /APPROVED BY REVISION 1 10/30/2020 

Iusra Jabbar e 
Gustavo Lobato 

The Board of Directors  Page 1 of 18 

 

 

 

PRIVACY AND DATA PROTECTION POLICY 

 

 

 

 

 

 

 

 

 

 

 

GOETZE LOBATO ENGENHARIA S.A. PRIVACY AND DATA 

PROTECTION POLICY



 

 
CREATED / REVISED BY VERIFIED /APPROVED BY REVISION 1 10/30/2020 

Iusra Jabbar e 
Gustavo Lobato 

The Board of Directors  Page 2 of 18 

  

 

 

PRIVACY AND DATA PROTECTION POLICY   

 

SUMMARY 

 

1. Presentation of the Privacy and Data Protection Policy

 Erro! Indicador não definido. 

2. Update control of the Privacy and Data Protection Policy

 Erro! Indicador não definido. 

3. Glossary ........................................................................... 6 

4. Policy Introduction and Purpose Erro! Indicador não definido. 

5. Scope of this Policy ................... Erro! Indicador não definido. 

6. Conduct parameters in the processing of personal data ...... 8 

6.1 Prior steps in the processing of personal data .............. Erro! 

Indicador não definido. 

6.2 Rights of holders of personal dataErro! Indicador não 

definido. 

6.3 End of processing and deletion of personal data........... Erro! 

Indicador não definido. 

6.4 Security measures for the preservation of personal data

 Erro! Indicador não definido. 

7. Parameters of expected conduct of suppliers and partners

  ................................................. Erro! Indicador não definido. 

8. Reporting and clarifying doubts Erro! Indicador não definido. 

9. Policy leadership and in charge of processing personal 

data  ................................................. Erro! Indicador não definido. 

10. Normative references ............... Erro! Indicador não definido. 

11. General provisions .................... Erro! Indicador não definido. 



 

 
CREATED / REVISED BY VERIFIED /APPROVED BY REVISION 1 10/30/2020 

Iusra Jabbar e 
Gustavo Lobato 

The Board of Directors  Page 3 of 18 

  

 

 

PRIVACY AND DATA PROTECTION POLICY   

 

 



 

 
CREATED / REVISED BY VERIFIED /APPROVED BY REVISION 1 10/30/2020 

Iusra Jabbar e 
Gustavo Lobato 

The Board of Directors  Page 4 of 18 

  

 

 

PRIVACY AND DATA PROTECTION POLICY   

 

1. PRESENTATION OF THE PRIVACY AND DATA PROTECTION 

POLICY 

This Policy provides general guidelines on the privacy and 

protection of personal data of customers, employees, suppliers, service 

providers and business partners that GEL Engenharia has access to 

due to the performance of its business activities, creating rules for the 

collection, use, reproduction, sharing, storage and deletion of personal 

data. 

All GEL shareholders, management, employees, suppliers, 

service providers and business partners must be aware of and comply 

with the provisions of this Privacy and Data Protection Policy. 
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2. UPDATE CONTROL OF THE PRIVACY AND DATA PROTECTION 

POLICY 

TOPIC DATE CHANGE 

1. Presentation of the Privacy and Data Protection 

Policy 
10/30/2010 First Issue 

2. Update control of the Privacy and Data Protection 

Policy 

 

10/30/2010 

First Issue 

3. Glossary 10/30/2010 First Issue 

4. Policy Introduction and Purpose 10/30/2010 First Issue 

5. Scope of this Policy 10/30/2010 First Issue 

6. Conduct parameters in the processing of 

personal data 

10/30/2010 
First Issue 

6.1. Prior steps in the processing of 

personal data 

10/30/2010 
First Issue 

6.2. Rights of holders of personal data 10/30/2010 First Issue 

6.3. End of processing and deletion of 

personal data 

 

10/30/2010 

First Issue 

6.4. Security measures for the 

preservation of personal data 

 

10/30/2010 

First Issue 

7. Parameters of expected conduct of suppliers and 

partners 

 

10/30/2010 

First Issue 

8. Reporting and clarifying doubts 

 

10/30/2020 

First Issue 
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9. Policy leadership  

 

10/30/2020 

First Issue 

10. Normative references 10/30/2020 First Issue 

11. General provisions 

 

10/30/2020 

First Issue 
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3. GLOSSARY 

For a better understanding of the terms and expressions used by GEL 

Engenharia's Privacy and Data Protection Policy, the following glossary with 

the meaning of the adopted terms is presented: 

 

 

• Management: Directors, Board 

Members, Managers, and Members of 

the GEL Committees; 

• Reporting Channel: Instance of 

receiving denunciations and 

contributions of eventual situations 

that do not comply with the 

Company's Compliance Program of 

GEL ENGENHARIA; 

• Code of Ethics and Conduct:  

Refers to GEL Engenharia's Code of 

Ethics and Conduct, part of the 

company's Compliance Program; 

• EMPLOYEES: All employees, 

apprentices, interns and other 

representatives of GEL who work at 

its headquarters, branches, works 

and other undertakings conducted 

directly or indirectly by COMPANY; 

• COMPLIANCE COMMITTEE: Board 

designed to investigate and 

investigate complaints brought to the 

GEL Compliance Program, whose 

members are appointed by the 

Company's Management and duly 

approved by the GEL Board of 

Directors; 

• COMPLIANCE: It conveys the idea 

of conformidade in general, as well as 

the mechanisms, measures and 

forecasts of corporate governance 

that seek to protect the image and 

integrity of GEL;  

• ADMINISTRATIVE COUNCIL: 

Corporate board responsible for 

monitoring and monitoring the 

functioning of the Compliance 

Program mechanisms; 

• PERSONAL DATA: Information 

related to identified or identifiable 

natural persons, such as names, 

addresses, location data, 

identification documents, among 

several other information that allow 

to identify an individual directly or 

indirectly; 

• SUPPLIERS: Individual or legal 

entity that provides and / or provides 

services to GEL always as a result of 

the signing of a contract between the 

Contractor and the Company; 

• GEL ENGENHARIA, GEL or 

COMPANY: Refers to Goetze Lobato 

Engenharia S.A. or any of the 

companies and companies in which 

the Company predominantly 
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exercises corporate control power. 

• PARTNERS: All professionals, 

individuals or legal entities, hired who 

are not permanent employees, who 

work directly or indirectly in favor of 

GEL as a result of an associative 

contract entered into definitively or 

temporarily. 

• THIRD PARTIES: natural or legal 

person who does not have any type 

of direct or indirect link with GEL; 

• PROCESSING OF PERSONAL DATA: 

Any and all operations carried out 

with personal data, such as those 

relating to the collection, production, 

reception, classification, use, access, 

reproduction, transmission, 

distribution, processing, filing, 

storage, elimination, evaluation or 

control of information, modification, 

communication , transfer, diffusion or 

extraction.
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4. POLICY INTRODUCTION AND PURPOSE 

This Policy describes the prohibited conduct, recommended and 

encouraged to guarantee the privacy and protection of personal data 

to which GEL Engenharia has access. 

These guidelines are based on legal obligations - in particular, 

the General Data Protection Law (LGPD - Law No. 13,709 / 2018) - and 

on recommendations from national and international bodies. They seek 

to ensure respect for privacy and the inviolability of the intimacy of 

customers, management, suppliers, employees, service providers and 

business partners, being values that guide the Company's relations and 

integrate the guidelines of its Compliance Program. 

 

5. SCOPE OF THIS POLICY 

This Policy applies to GEL Engenharia as a whole and to any 

business activities managed or conducted on behalf of the Company 

or by intermediary third parties. 

GEL's management, employees and suppliers must know the 

content of this Policy and observe it in the performance of their 

activities.  

 

6. CONDUCT PARAMETERS IN THE PROCESSING OF PERSONAL 

DATA 

Currently, most organizations work with the processing of 

personal data. In this sense, in compliance with the most recent 
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legislation, GEL Engenharia values respect for privacy and the 

protection of the personal data of all those directly or indirectly 

involved in its operations. 

Thus, shareholders, management, suppliers, employees, 

business partners and service providers internal to GEL must observe 

the following parameters in the treatment of personal data: 

  

6.1 Prior steps in the processing of personal data 

With the entry into force of the General Data Protection Law 

(Law No. 13,709 / 2019), any and all operations involving the 

processing of personal data by the Company requires caution to 

protect the privacy and intimacy of natural persons. 

The legislation allows the processing of personal data in 

specific cases, especially:  

 

• With the consent of the holder of personal data; 

• For the fulfillment of legal or regulatory obligations by 

the Company; 

• To protect the life or integrity of the data subject or 

third parties; or 

• When necessary to meet the Company's legitimate 

interests. 

 

 

In view of these hypotheses, GEL Engenharia recommends 

that any processing of personal data of employees, management, 

shareholders, service providers and suppliers by members of the 

Company or by its contractors is carried out with the prior and explicit 
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consent of the holder, which will be obtained preferably in writing. In 

this case, it is important that the document has a clause highlighted 

from the others, explicitly indicating what are the specific purposes for 

which the holder authorizes the processing of his personal data. 

In the event of an international transfer of personal data, GEL 

Engenharia undertakes to obtain specific consent from the holder, 

highlighting its international character and clearly distinguishing it from 

other purposes. 

GEL Engenharia is also available to provide mechanisms for 

revoking consent by the holder of personal data, especially when the 

information is not necessary for the performance of the Company's 

activities. 

In addition, in cases where consent is dispensable, GEL 

Engenharia recommends that the holders of personal data are 

informed about the processing, as well as the purposes and grounds 

that justify it. 

Finally, in all cases, GEL Engenharia demands that the 

processing of data be limited to the minimum necessary for the 

accomplishment of the chosen purposes, covering only the relevant, 

proportional and not excessive data in relation to the purposes of the 

treatment.  

 

6.2 Rights of holders of personal data 

The rights of holders of personal data are one of the most 

fundamental points in protecting privacy and intimacy under this 

Policy. 
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In view of this, GEL Engenharia values the possibility that 

holders have ample access to personal data that may be processed by 

the Company or its contractors. 

In this sense, the Company will make information on data 

processing available to its holders whenever requested, in a clear, 

appropriate and open manner, with identification of the purpose of the 

treatment, its form of execution and its respective duration. 

GEL Engenharia also recognizes that the holders of personal 

data processed by it have the right to obtain from the Company, at 

any time and upon request, the following: 

 

• Confirmation of the existence of treatment of your 

personal data; 

• Access to personal data; 

• Correction of incomplete, inaccurate or outdated data; 

• Anonymizing, blocking or deleting unnecessary, 

excessive or treated data in violation of applicable law; 

• Elimination of personal data processed with your 

consent after the end of your treatment; 

• Information from public and private entities with which 

the Company shared data; 

• Information about the possibility of not giving consent 

and about the consequences of the refusal; 

• Revocation of consent. 

GEL Engenharia ensures that all personal data processing 

operations are duly recorded in its systems, especially when these data 

are essential for carrying out the Company's activities. 
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6.3 End of processing and deletion of personal data 

Personal data can be preserved as long as necessary and 

relevant to achieve a particular purpose. When this initial purpose is 

reached or when personal data is no longer necessary or relevant, the 

processing of that data will end. 

Valuing the privacy and intimacy of those involved in its 

operations, GEL Engenharia encourages that personal data be 

deleted or anonymized after the end of its treatment, with 

communication of the initiative to the holders of such data. 

GEL Engenharia recommends that personal data be kept, 

without deletion after the end of the treatment, only in the following 

cases: 

• For the fulfillment of compliance with legal or regulatory 

obligations by the Company itself;  

• For transfer to a third party, as long as the data 

processing requirements set forth in the legislation are 

respected, such as the need to obtain prior explicit 

consent to do so; or 

• Exclusive use of the Company, access by third parties 

is prohibited, and provided the data has been 

anonymized. 

 

6.4 Security measures for the preservation of personal data 

In view of the sensitivity of the information, GEL Engenharia 

has security, technical and administrative measures, able to protect 
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personal data from unauthorized access and accidental or unlawful 

situations of destruction, loss, alteration, communication, or any form 

of treatment that is inappropriate or illicit. For this, the Company has 

information management systems duly protected against malware and 

other cyber attacks. 

The security of personal data eventually processed by GEL 

Engenharia is ensured in all stages of the services performed, until 

the end of the treatment process, with the respective elimination of 

this information. 

In addition, GEL Engenharia guarantees that any and all 

occurrences of security incidents are promptly reported to those 

responsible, to the National Data Protection Authority and to the holder 

of the violated personal data for the implementation of improvements 

and for the adoption of any appropriate measures. 

In this sense, the GEL Engenharia Compliance Committee will 

promote continuous monitoring of the information and personal data 

management system, in order to detect errors in procedures,identify 

attempts and actual violations, and thus prevent security incidents in 

the system. Based on the periodically collected diagnosis, the 

Committee will seek to implement improvements and improvements in 

its systems and procedures. 

All practices for maintaining the security of personal data are 

encouraged through training and awareness promoted repeatedly by 

GEL Engenharia, which will ensure resources and efforts to do so. 

  



 

 
CREATED / REVISED BY VERIFIED /APPROVED BY REVISION 1 10/30/2020 

Iusra Jabbar e 
Gustavo Lobato 

The Board of Directors  Page 15 of 18 

 

 

 

PRIVACY AND DATA PROTECTION POLICY 

7. PARAMETERS OF EXPECTED CONDUCT OF SUPPLIERS AND 

PARTNERS 

GEL Engenharia prioritizes the contracting with suppliers and 

partners that value the protection of personal data in its operations. 

Thus, in its agreements and contracts that involve the transfer 

and / or processing of personal data, the Company demands that 

these operations be duly specified, with an indication of the minimum 

technical and organizational measures so that personal data protection 

and security obligations information are met. 

In addition, GEL Engenharia also recommends that the 

instrument presents the responsibilities assumed by the supplier or 

partner in question, with an explanation of the specific purpose that 

authorizes the treatment of any personal data transferred. 

With this, the Company favors doing business with suppliers 

and partners who adopt the following precautions: 

Implementation of security measures against alteration, loss, 

elimination or irregular and improper sharing of personal data; 

• Transfer of personal data to third parties that have been 

provided by the Company only with your consent and 

with the prior consent of the holder, for the fulfillment of 

a predetermined purpose; 

• Immediate communication from GEL Engenharia and 

the competent bodies of any failure or security incident 

that compromises the protection of any information and 

personal data provided; 

• Return or elimination of all personal data in your 

possession that have been provided by GEL Engenharia 
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after (i) the data are no longer necessary or relevant for 

the purposes of the contract entered into; (ii) the 

extinction or expiration of the term of the signed 

contract; or (iii) after the Company's request. 

 

8. REPORTING AND CLARIFYING DOUBTS 

In the event of witnessing or being asked to participate in any 

practice incompatible with the principles of the GEL Engenharia 

Compliance Program, the shareholder, administrator, employee and 

service provider must immediately report any irregularity involving the 

breach of the protection of personal data. 

Thus, according to the Code of Ethics and Conduct, both in such 

cases and in the event that the administrator or employee of GEL 

Engenharia is aware of any other act that contradicts the Program 

documents or this Policy, the Compliance Committee must be 

immediately communicated.  

For this purpose, the reporting system identified in the GEL 

Engenharia Code of Ethics and Conduct and in the Company's Anti-

Corruption and Anti-Bribery Policy is available. 

In case of doubts about the application of privacy norms and 

protection of personal data, the Compliance Committee is available to 

answer any doubts, through the communication channels described on 

the Company's website. 
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9. POLICY LEADERSHIP AND IN CHARGE OF PROCESSING 

PERSONAL DATA 

The competencies of each of the leadership bodies of the 

Compliance Program, for the purpose of complying with this Policy, are 

determined just as in the Code of Ethics and Conduct and GEL 

Engenharia's Anti-Corruption and Anti-Bribery Policy.  

The duties of (i) periodic revision of its terms apply to the 

Privacy and Data Protection Policy, in accordance with the other policies 

adopted by GEL Engenharia (whenever deemed pertinent); (ii) 

periodic reporting by the Compliance Committee to the other 

leadership bodies of the Compliance and Integrity Program of GEL 

Engenharia, as determined in the Code of Ethics and Conduct and in 

the Anti-Corruption and Anti-Bribery Policy (whenever relevant); and, 

(iii) immediate communication of any irregularity or sensitive situation 

that requires immediate knowledge from the management and 

leadership of the Compliance Program. 

 

The Compliance Committee of GEL Engenharia will also 

appoint the person in charge of data processing among its member 

members, who, on behalf of the Committee, will be responsible for: 

• Accept complaints and communications from holders, 

provide clarifications and take action;  

• Receive communications from the national authority and 

take action;  
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• Guide the Company's employees and contractors about 

the practices to be taken in relation to the protection of 

personal data;  

• Perform the other duties determined by GEL Engenharia 

or established in complementary rules. 

10. NORMATIVE REFERENCES 

For the preparation of this Policy, the following rules, 

documents, normative instructions, among others, were taken into 

account: 

• General Data Protection Law (Law nº 13.709/2018); 

• ABNT NBR ISO/IEC 27001:2013: Information Technology - Security 

Techniques - Information Security Management Systems - Requirements; 

• ABNT NBR ISO/IEC 27002:2013 Information Technology - Security 

Techniques - Code of practice for information security controls; 

• ABNT NBR ISO/IEC 27701:2019 Corrected Version: 2020: Security 

Techniques - Extension of ABNT NBR ISO / IEC 27001 and ABNT NBR ISO 

/ IEC 27002 to manage information privacy - Requirements and Guidelines  

• Code of Ethics and Conduct of GEL ENGENHARIA; 

• GEL Engenharia's Anti-Corruption and Anti-Bribery Policy. 

  

11. GENERAL PROVISIONS  

 

GEL Engenharia's Privacy and Data Protection Policy was 

approved on 10/30/2020 by the Company's Board of Directors and is 

effective on the same date. 


